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Description 

This invention relates to a system for acces- 
sing a plurality of base stations by means of a 
remote unit or key, and particularly for controlling a 
function in at least one of the base stations. 

It is known to open or unlock the door of a 
vehicle or perform another function by operation of 
a miniature remote unit or electronic key which is 
generally carried on the key chain of the vehicle 
operator. By pressing a button on the remote unit, 
a coded radio frequency signal is transmitted to a 
base unit on the vehicle and, if recognized as an 
authorized code, the base unit unlocks the door or 
performs another predetermined function. It is rec- 
ognized that such systems are not limited to con- 
trolling vehicle functions and can be used to control 
garage doors, security gates, or home entry, for 
example. 

Since it is common practice for an operator to 
use more than one vehicle it is desirable to provide 
the remote unit with the capability of separately 
controlling several different base units mounted in 
different vehicles or in non-vehicular stations. This 
would avoid the necessity of carrying or obtaining a 
separate remote unit for each base station. It is 
also desirable to avoid handling the electronic key 
and pushing the button to activate the unit since it 
is sometimes inconvenient to do so. To provide a 
passive control which does not require the depres- 
sion of a button or the like, it has been proposed to 
provide a system in which the mere presence of 
the electronic key in the immediate vicinity of the 
base station is sufficient to activate the base station 
function. In conjunction with the presence of the 
electronic key, it is generally preferred to require a 
positive act, such as pulling on the door handle, to 
actuate the system. A further consideration in de- 
signing such a system is the battery life of the 
remote unit. Since a miniature electronic key is 
generally desired, the battery must be small and 
the unit must then be very conservative of energy 
to operate for an extended period. In that context, a 
battery life of many years is desired even though 
the unit is used for the control of several base 
stations. EP-B-0077101 discloses a system in ac- 
cordance with the preamble of claim 1 . 

The present invention seeks to provide an im- 
proved system for accessing a plurality of base 
stations. 

A system for accessing a plurality of base 
stations in accordance with the present invention is 
characterised over EP-B-0077101 by the features 
specified in the characterising portion of claim 1 . 

In an embodiment, there is provided a system 
for secure entry to a plurality of base stations 
comprising a plurality of base units, one for each 
base station, for controlling a station function and at 



least one remote unit coupled to the base units for 
communication therewith, each base unit storing a 
unique base number and a secure remote ID, the 
remote unit having a memory partitioned into as- 

5 signed memory blocks one for each base unit and 
an additional temporary memory block, each as- 
signed memory block containing a secure ID, the 
remote unit further having logic means for selec- 
tively assigning a base number to each memory 

io block and for accessing a memory block when a 
corresponding base number is communicated to 
the remote unit to read out the secure ID from the 
memory block for transmission to the base unit, 
means for updating the ID by transmitting a new ID 

75 from the unit base to the temporary memory block, 
and wherein the logic means is effective when 
updating the ID for relating the corresponding base 
number to the new ID. 

An embodiment of the present invention is 

20 described below, by way of illustration only, with 
reference to the accompanyings drawings, in 
which: 

Figure 1 is a diagram of an embodiment of 
system of vehicle-mounted base units and re- 
25 mote units; 

Figure 2 is a block diagram of a base unit of the 
system of Figure 1 ; 

Figure 3 is a block diagram of a remote unit of 
the system of Figure 1 ; 
so Figure 4 is a diagram of receiver output pulse 
groups with corresponding symbol identification 
for use by the base unit and remote unit of 
Figures 2 and 3; 

Figure 5 is a time diagram of coded signals 
35 exchanged by the base and remote units of 
Figures 2 and 3; 

Figure 6 is a chart of functions and signal ex- 
changes for the base and remote units of Fig- 
ures 2 and 3 for vehicle access; 
40 Figure 7 is a chart of functions and signal ex- 
changes for the base and remote units of Fig- 
ures 2 and 3 for code updating; and 
Figure 8 is a diagram of remote unit memory 
locations after updating. 
45 The embodiment described in the ensuing de- 

scription is directed to a system specifically de- 
signed for secure remote access to multiple ve- 
hicles via a radio link, although it should be recog- 
nized that the embodiment is equally well suited to 
50 other applications, whether vehicular, non-vehicular 
or mixed. In particular, the embodiment is de- 
scribed as a vehicle access system which is pas- 
sively activated to unlock a door when the door 
handle is pulled or otherwise actuated. 
55 Figure 1 shows a base station or vehicle 10 

equipped with a remote access system including a 
base unit 12 in the vehicle and a remote unit 14X 
typically carried in the vehicle operator's pocket or 
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purse. The units are coupled by radio frequency 
signals effective over a short distance. As indicated 
by dotted lines 1 6 adjacent each vehicle door han- 
dle 18 and lines 20 adjacent the vehicle boot 
minimum distances of only a metre or two are 
required although a larger radius of communication 
could be chosen. It is intended that when the 
operator carries the remote unit within range of the 
base unit, the system will automatically act to un- 
lock the door without activation by the operator, 
provided that the identification of the remote unit 
can be verified. In some applications, the units are 
activated only when the operator touches or tries to 
operate the door handle 18. 

The system includes base units 12* and 12" in 
other vehicles 10' and 10" which are similar to unit 
12 and operable with the remote unit 14X so that 
the operator carrying the remote unit has access to 
each of the three vehicles. Since more than one 
operator may use one or more of the same ve- 
hicles, there are other remote units 14Y and 14Z 
which may be programmed for vehicle access. 

The base unit 12 shown in Figure 2 comprises 
a microprocessor based controller 24, at least one 
unlock or other function output circuit 26, a low 
frequency radio transmitter 28 and antenna 30 op- 
erating at 200 kHz, and a very high frequency 
receiver 32 and antenna 34 operating at 300 MHz. 
The controller 24 stores several codes including a 
base number or password which is unique to the 
vehicle, and codes X, Y, and Z which relate to 
respective remote units 14X, 14Y and 14Z. Code X, 
which is typical, contains two components, a 
wakeup code and an identification code (ID) which 
are ail specific to the remote unit 14X. The control- 
ler 24 also stores a set of function codes which are 
common to all the remote units 14X-Z. The func- 
tion code, when transmitted, determines the opera- 
tion to be performed in the remote unit, e.g., read 
out the ID or update the ID. 

The remote unit 14X, shown in Figure 3, is 
similar to the other remote units 14Y, 14Z and 
comprises a 200 kHz receiver 36 and antenna 38 
coupled thereto for receiving signals from the base 
unit 12. The antenna 38 is preferably a ferrite 
antenna capable of producing at least 3 mV signals 
when in the range of the base unit 12 and the 
receiver 36 is a comparator having its input termi- 
nals coupled across the antenna and which pro- 
duces a 3 V output pulse when each 3 mV signal 
pulse is received. 

The low frequency signal is modulated by the 
base unit into bursts of various lengths so that the 
low frequency carrier is not continuous but is seg- 
mented into bursts. The number of cycles in each 
burst is counted by a pulse counter 40 connected 
to the output of the receiver 36. The counter trans- 
lates bursts of 10, 20, 30, 40, and 50 pulses into 



digital symbols A, B, C, D and E, respectively. 
Symbols A and B comprise digital bits 0 and 1, 
respectively, while the symbols C, D and E com- 
prise digital codes formed of a plurality of bits, as 
5 will become apparent below. Figure 4 depicts three 
bursts of pulses P having lengths of 10, 20, and 10 
pulses, respectively, to indicate symbols A, B, A or 
bits 0, 1 , 0. 

The counter output is coupled to a wakeup 

io register 42 and to a state machine 44 which com- 
prises a logic circuit. The wakeup register 42 is 
also connected to the state machine 44 and may 
even be a part of the state machine. Both the 
wakeup register 42 and the state machine 44 have 

75 outputs connected to a VHF transmitter 46 operat- 
ing at 300 MHz and which is coupled to an antenna 
48 for transmitting signals to the base unit 12. The 
state machine 44 incorporates a power conserva- 
tion function 45 which powers down the state ma- 

20 chine to a low current level to deactivate most of 
the state machine and the transmitter 46 while the 
unit is "asleep", leaving just enough circuitry active 
to receive and process a wakeup signal. When a 
wakeup signal bearing the correct wakeup code is 

25 received, the rest of the system is powered up for 
full operation. 

The state machine is also connected to a 
memory 50 which is partitioned into several mem- 
ory blocks, here shown as four blocks including 

30 three secure memory blocks, one corresponding to 
each base unit, and a scratch pad or temporary 
memory block. When the system is initially pro- 
grammed, the state machine 44 determines which 
memory block is assigned to which vehicle (base) 

35 and pointers are stored in the state machine 44 to 
identify the correct memory address for each base. 
Secure memory 1 is assigned to vehicle 10, secure 
memory 2 is assigned to vehicle 10\ etc. Thus the 
transmitted base number ultimately determines 

40 which memory block is accessed. Each secure 
memory block contains the ID which is stored in 
the corresponding base unit or vehicle. 

Optionally, each secure memory block stores 
auxiliary data which might be used for any of 

45 several purposes. For example, in a vehicle which 
has power seats or steering wheel power adjust- 
ments with position memories for each vehicle 
user, the auxiliary data for a given electronic key 
may be codes for the positions preferred by the 

so user of that key for each vehicle used by the user. 
Thus the data is both personal and vehicle specific. 
When the ID is retrieved from the key by the base 
unit, the position data can be retrieved at the same 
time and the data would be used to position auto- 

55 matically the seat and/or the steering wheel. As a 
second example of auxiliary data, for a vehicle 
equipped with a keyboard and a display screen, 
user appointment calendar data can be entered 
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into the secure memory by transmission from the 
base unit and subsequently displayed in the same 
or another similarly equipped vehicle. A third ex- 
ample of auxiliary data applies to rental car sys- 
tems. When a vehicle is parked at the rental return 
lot and turned off, the vehicle mileage and fuel data 
can be loaded into the secure memory. When the 
electronic key is returned to the rental office, a 
base unit there can read the vehicle data to be 
used for bill preparation. 

System operation for gaining access to a ve- 
hicle is begun by the operator pulling on the door 
handle of, say, vehicle 10. The base unit seeks the 
remote units by sequentially using codes X, Y and 
Z to determine whether a remote unit correspond- 
ing to one of those codes is near the vehicle. 
Figures 5 and 6 illustrate the communication be- 
tween the base unit 12 and the remote unit 14X. To 
initialize the remote unit, the base sends the sym- 
bol E. Then a wakeup command is sent in the form 
of a string of bits which includes the wakeup code 
(from code X), a base number, and a function code 
for vehicle access. The remote unit compares the 
wakeup code to the contents of the wakeup regis- 
ter. If there is agreement, the state machine 44 is 
fully energized. The base unit next sends a C 
symbol to reset the state machine and then sends 
a request ID signal. This comprises the code to 
instruct the state machine to access the indicated 
memory block containing ID for vehicle 10. Upon 
receipt of the correct instruction, the ID is released 
for transmission to the base unit. To effect the ID 
transmission, the base unit sends a series of A 
symbols or 0 f s and the state machine sends one 
bit of the ID for each received 0 until ail the ID is 
transmitted. The base unit compares the received 
ID with the one stored in code X and unlocks the 
door if there is agreement. Whenever one code is 
compared to another, it is permissible to require 
less than 100% agreement to allow for communica- 
tion error. When agreement is found, the signalling 
process ends. In the event the remote unit does 
not respond to the base unit signal or there is no 
agreement, the base unit repeats the procedure 
using code Y and again, if necessary, with code Z. 
When no match of ID'S occurs, the process stops 
and access to the vehicle is denied. The entire 
procedure requires a small fraction of a second. 

For improved security it is good to change the 
ID periodically. It is also desirable to be able to 
change the auxiliary data in the secure memory. 
These functions are initiated when the mechanical 
key is removed from the steering column lock. The 
ensuing series of events in the base and remote 
units is illustrated in Figure 7. Reset commands are 
omitted from these charts. The initialize command 
and wakeup code are transmitted and responded to 
in the same manner as in Figure 6. Then the base 



unit issues a set scratchpad command and the 
remote unit prepares to write to the scratchpad 
memory block in the memory 50. Next the base 
unit transmits a new ID as well as new auxiliary 

5 data which are written in the scratchpad. The base 
unit commands that the scratchpad contents be 
transmitted and in response the new ID is sent. A 
data correction procedure is followed if errors are 
present. Then the old ID is requested by the base 

io unit. The old memory block is accessed and the 
old ID is sent to the base unit. If the ID is verified, 
the state machine is commanded to move the 
memory block which is carried out by changing 
pointers in the state machine so that the address 

75 which was formerly for the scratchpad now be- 
comes the address of the secure memory block, 
and the old memory block location is the new 
scratchpad location. This is illustrated by the mem- 
ory 50 diagram of Figure 8 which may be con- 

20 trasted with the memory 50 of Figure 3. If it is 
desired merely to update the auxiliary data without 
changing the ID, the same procedure is followed 
but the old ID is used in place of the new ID. 

25 Claims 

1. A system for accessing a plurality of base 
stations comprising a plurality of base units 
(12) each associated with a respective base 

30 station (10) and adapted to control one or more 

functions of its respective base station, each 
base unit being adapted to store therein a 
unique base unit number and an identification 
code for use in granting access to the or each 

35 function associated with its respective base 

station, and at least one remote unit (14) 
adapted to communicate with the base units 
(12); each remote unit comprising a memory 
(50) containing an identification code, process- 

40 ing means (44) adapted to assign a base unit 

number to each memory block equivalent to 
the base unit number of its respective base 
unit and, on communication of a base unit 
number to the remote unit, to obtain from the 

45 corresponding memory block the identification 

code stored therein for transmission to the 
base unit; characterised in that the memory 
(50) of each remote unit (14) is partitioned into 
assigned memory blocks each associated with 

so a respective base unit (12); in that each remote 

unit contains a temporary memory block; and 
in that each base unit comprises updating 
means (24) adapted to update its identification 
code by storing a new identification code in a 

55 memory thereof and by transferring the new 

identification code to the temporary memory 
block of said remote unit, the processing 
means (44) being effective when updating the 
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identification code of a base unit to relate the 
corresponding base unit number to the new 
identification code. 



5. A system according to any preceding claim, 
wherein one or more of the base stations is a 
vehicle and the function or functions adapted 
to be controlled by the respective base unit is 
access to the vehicle. 

PatentansprUche 

1. Ein System zum Zugreifen auf eine Vieizahl 
von Basisstationen mit einer Vieizahl von Ba- 
siseinheiten (12), jede zu einer respektiven Ba- 
sisstation (10) gehorig und dazu angepaBt, 
eine oder mehrere Funktionen ihrer respekti- 
ven Basisstation zu steuern, wobei jede Basis- 
einheit dazu angepaBt ist, eine eindeutige Ba- 
siseinheitnummer und einen Identifikationscode 
zum Gebrauch im Gewahren von Zugang an 
die oder jede Funktion zu speichern, die zu 
ihrer respektiven Basisstation gehort, und zu- 
mindest einer Fernbedienungseinheit (14), die 
dazu angepaBt ist, mit den Basiseinheiten (12) 
zu kommunizieren; wobei jede Fernbedie- 
nungseinheit einen Speicher (50) umfaBt, der 
einen Identifikationscode, ein Verarbeitungsmit- 
tel (44), das dazu angepaBt ist, eine Basisein- 
heitnummer jedem Speicherblock Equivalent 
zu der Basiseinheitnummer ihrer respektiven 
Basiseinheit zuzuordnen, und auf die Ubertra- 



gung einer Basiseinheitnummer an die Fernbe- 
dienungseinheit aus dem entsprechenden 
Speicherblock den darin zum Senden an die 
Basiseinheit gespeicherten Identifikationscode 
zu erhalten; dadurch gekennzeichnet, daB der 
Speicher (50) von jeder Fernbedienungseinheit 
(14) in zugeordnete Speicherbldcke partitio- 
niert ist, die zu einer respektiven Basiseinheit 
(12) gehSren; dadurch, daB jede Fernbedie- 
nungseinheit einen temporaren Speicherblock 
umfaBt; und dadurch, daB jede Basiseinheit ein 
Aktualisierungsmittel (24) umfaBt, das dazu an- 
gepaBt ist, ihren Identifikationscode durch Ab- 
legen eines neuen Identifikationscodes in ei- 
nem Speicher davon und durch Obertragen 
des neuen Identifikationscodes an den tempo- 
raren Speicherblock der Fernbedienungsein- 
heit zu aktualisieren, wobei das Verarbeitungs- 
mittel (44) wirksam ist, wenn der Identifika- 
tionscode einer Basiseinheit aktualisiert wird, 
um die entsprechende Basiseinheitsnummer 
auf den neuen Identifikationscode zu beziehen. 

2. Ein System nach Anspruch 1 , worin das Verar- 
beitungsmittel (44) von jeder Fernbedienungs- 
einheit dazu angepaBt ist, wenn ein Identifika- 
tionscode aktualisiert wird, die entsprechende 
Basiseinheitnummer dem Speicherblock davon 
wieder zuzuordnen, der den neuen Identifika- 

30 tionscode umfaBt 

3. Ein System nach Anspruch 2, worin das Verar- 
beitungsmittel (44) dazu angepaBt ist, den 
Speicherblock, der vorher den Identifikations- 

35 code enthalt, dem Temporarspeicherblock zu- 

zuordnen. 

4. Ein System nach Anspruch 1, 2 oder 3, worin 
das Verarbeitungsmittel (44) dazu angepaBt ist, 

40 in einem im wesentlichen nicht aktiven Zu- 

stand zum Energiesparen gehalten zu werden, 
wobei jede Fernbedienungseinheit ein Register 
(42) umfaBt, das einen Aktivierungscode ent- 
halt, und ein Axtivierungsmittel (44), das beta- 
45 tigbar ist, um das Verarbeitungsmittel zu akti- 

vieren, wenn ein Code, der mit dem Aktivie- 
rungscode ubereinstimmt, von der Fernbedie- 
nungseinheit empfangen wird; wobei jede Ba- 
siseinheit ein Mittel (24) zum Speichern des 
so Aktivierungscode oder der -codes der Fernbe- 

dienungseinheiten umfaBt, und um den Aktivie- 
rungscode oder die -codes an jede Fernbedie- 
nungseinheit zu senden. 

55 5. Ein System nach irgendeinem vorhergehenden 
Anspruch, worin eine oder mehrere der Basiss- 
tationen ein Fahrzeug ist, und die Funktion 
oder Funktionen, die dazu angepaBt sind, 



2. A system according to claim 1, wherein the 5 
processing means (44) of each remote unit is 
adapted when updating an identification code 
to reassign the corresponding base unit num- 
ber to the memory block thereof containing the 
new identification code. io 

a A system according to claim 2, wherein the 
processing means (44) is adapted to assign 
the memory block formerly containing the 
identification code the temporary memory is 
block. 

4. A system according to claim 1 , 2 or 3, wherein 
the processing means (44) is adapted to be 
kept in a substantially non-active state for en- 20 
ergy conservation, each remote unit including 
a register (42) containing an activating code 
and activating means (44) operable to activate 
the processing means when a code matching 
the activating code is received by the remote 25 
unit; each base unit comprising means (24) to 
store the activating code or codes of the re- 
mote units and to transmit the activating code 
or codes to each remote unit. 
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durch die respektive Basiseinheit gesteuert zu 
werden, Zugang zu dem Fahrzeug ist. 

Revendications 4. 

5 

1. Systeme pour acc£der a une plurality de sta- 
tions de base comprenant une plurality de 
dispositifs de base (12) qui sont chacun asso- 
rted a une station de base (10) respective et 
adapted pour commander une ou plusieurs io 
fonctions de leur station de base respective; 
chaque dispositif de base etant adapte pour 
stocker un nume>o de dispositif de base uni- 
que et un code d'identification unique qui sert 

a accorder I'acces a la ou a chaque fonction 75 
associed a sa station de base respective, et au 
moins un dispositif distant (14) adapte* pour 
communiquer avec les dispositifs de base (12) 
; chaque dispositif distant comprenant une m£- 5. 
moire (50) contenant un code d'identification, 20 
un moyen de traitement (44) adapte* pour af- 
fecter un nume>o de dispositif de base a cha- 
que bloc mSmoire Equivalent au nume>o de 
dispositif de base de son dispositif de base 
respectif et, sur communication d'un nume>o 25 
de dispositif de base au dispositif distant, pour 
obtenir du bloc memoire correspondant le 
code d'identification stocke* pour le transmettre 
au dispositif de base ; caracteVise en ce que la 
memoire (50) de chaque dispositif distant (14) 30 
est partaged en blocs memoire affected qui 
sont chacun associes a un dispositif de base 
associe* (12) ; en ce que chaque dispositif 
distant contient un bloc memoire temporal re ; 
et en ce que chaque dispositif de base com- 35 
prend un moyen de mise a jour (24) adapte* 
pour mettre a jour son code d'identification en 
stockant un nouveau code d'identification en 
memoire et en transferant le nouveau code 
d'identification au bloc memoire temporaire du- 40 
dit dispositif distant, le moyen de traitement 
(44) £tant actif lorsqu'on met a jour le code 
d'identification d'un dispositif de base pour 
mettre en rapport le numeVo du dispositif de 
base correspondant avec le nouveau code 45 
d'identification. 

2. Systeme selon la revendication 1, dans lequel 
le moyen de traitement (44) de chaque dispo- 
sitif distant est adapte* lors de la mise a jour du sa 
code d'identification pour redffecter le nume>o 

du dispositif de base correspondant au bloc 
memoire contenant le nouveau code d'identifi- 
cation. 

55 

3. Systeme selon la revendication 2, dans lequel 
le moyen de traitement (44) est adapte* pour 
affecter le bloc memoire qui contenait aupara- 



vant le code d'identification au bloc memoire 
temporaire. 

Systeme selon la revendication 1 , 2 ou 3 dans 
lequel le moyen de traitement (44) est adapte* 
pour etre maintenu dans un 6tat essentielle- 
ment inactif a des fins d'edonomie d'Energie, 
chaque dispositif distant comprenant un regis- 
tre (42) qui contient un code d'activation et un 
moyen d'activation (44) pouvant fonctionner 
pour activer le moyen de traitement lorsqu'un 
code correspondant au code d'activation est 
recu par le dispositif distant ; chaque dispositif 
de base comprenant un moyen (24) pour stoc- 
ker le ou les codes d'activation des dispositifs 
distants et pour transmettre le ou les codes 
d'activation a chaque dispositif distant. 

Systeme selon Tune quelconque des revendi- 
cations prec£dentes, dans lequel une ou plu- 
sieurs stations de base est un v£hicuie et la ou 
les fonctions adapters a §tre commandoes par 
le dispositif de base respectif est I'acces au 
v£hicule. 
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Fig.3. 
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Fig.5. 
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